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S 409/0D-VKIST Hi Ngi, ngéy 5 thdng 9 ndm 2024

QUYET BINH

Ban hinh Quy dinh Bio dim an toan thing lin mang vi an ninh mang
cita Vién Khoa hoe vi Cing nghé Viét Nam — Hin Qude

VIEN TRUONG
VIEN KHOA HOC VA CONG NGHE VIET NAM - HAN QUOC
Cén cir Lugt An todn théng tin mang 20135 s6 86/2015/0H 13 ngéy 19 théng
{1 nam 2015;
Cén ety Lt An ninh mang 2018 56 24/2018/0H14 ngay 12 thing 6
2018;
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Céin cir Ngh dinh s6 72/2013/ND-CP ngéy 15 theang 7 ndm 2013 ctia Chinh
phii vé Quan Iy, eung edp, st dung dich vu Internet va thing tin trén mang;

Cdn cik Nghi dinh 56 27/2018/ND-CP ngay 01 thdng 3 nédm 2018 cia Chinh
phii vé sira di, b sung mit 56 Diéu ciia Nghj dinh 56 72/2013/ND-CP ngay 15
theang 7 ndm 2013 ctia Chink phii vé qudn I, cumg odp, 5t dung dich vy Internet
va thang tin trén mang;

Cén etr Nehi dinh s6 85/2016/ND-CP ngay 01 thdng 7 ndm 2016 cia Chinh
phi vé bao ddam an toan hé théng théng tin theo cap dg; Thong twsé 12/2022/TT-
BTTTT cua Bé Thing tin va Truyén thong vé vige Quy dink chi tiét v hudmg ddn
mot 56 diéu ciia Nehi dinh s6 85/2016/ND- CP ngay 01 thdng 7 ndm 2016 ciia
Chinh phii vé bdo ddm an toan hé thong thong tin theo cap d5;

Cén cir Ouyét dinh 56 1760/0D-BRKHCN ngdy 9 thang 9 ndm 2022 ciia B
trucmg Bé Khoa hoc va Cdng nghé vé ban hawh Quy dinh bdo ddm an todn thong
tin mang va an ninh mang tai Bé Khoa hoe va Céng nghé;

Theo dé nghj ctia Tridng phong Qudn tri hanh chinh.

QUYET PINH:
Diéu 1. Ban hanh kém theo Quyét dinh niy Quy dinh Béo dam an toan
thang tin mang va an ninh mang cia Vién Khoa hoc va Cong nghé Viét Nam —
Han Quéc.



Piéu 2. Quyét dinh nay ed hidu luc ké tir ngay ky.

Piéu 3. Trudng phong Quén tri Hanh chinh, thi trudng cac don vj vi todn
thé vién chire, ngudi lao dong thude Vién Khoa hoe va Cing nghé Viét Nam —
Han Quéc chiu trach nhiém thi hanh Quyét dinh nay.

Nai uﬁg.n:
= Whir Bign 3;
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:  CONG HOA XA HOI CHU NGHIA VIET NAM
- Béc lap - Ty do - Hanh phue

He Neéi, ngay 5 thang 9 nam 2024

) QUY PINH
BAO DAM AN TOAN THONG TIN MANG VA AN NINH MANG
CUA VIEN KHOA HOC VA CONG NGHE VIET NAM - HAN QUOC

(Ban hanh kém theo Quyét dinh s6 409/QD-VKIST ngay 3 thang 9 ndm 2024
ciia Vién Khoa hoc va Céng nghé Viét Nam — Hém Quoc)

Chwrong |
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh va dai twong ap dung

1. Pham vi diéu chinh

Quy dinh niy quy djnh cc chinh sich quan Iy va cac bign phap nhiim bao dam
an toén théng tin cho HE thong théng tin: Trang thong tin dién tir (vkist. gov.vn), Hé
théing mang ndi by va He thong quan 1y théng tin (Management Information System
_ MIS) ciia Vién Khoa hoe v Cong ngh¢ Viét Nam — Han Qude,

2. P6i tuong ap dung

a) Vién chire v ngudi lao déng tai cdc don vj thude Vién Khoa hoc va Cong
nghé Viét Nam — Han Quéc (VKIST).

b) Pon vi van hanh, don vi quan 1f Hé thong théng tin.

¢) Co quan, to chire, cd nhin co két ndi, sir dung He thing thing tin,

d) Co quan, t5 chirc, ca nhin cung uﬁprdich v ¢bng nghé thong tin v an toan
théng tin mang phyc vu hoat djng cla Hg thong théng tin.

Diéu 2. Gidi thich tir ngir

Trong Quy dinh néy, cdc tr ngl dudi diy duge hién nhu sau:

|. An fodn thong tin mang 1a sy bdo vé thong tin, hé théng théng tin trén
mang tranh bi truy nhip, st dyng, tiét 1§, gidn dogn, sia doi hodc pha hoai tri phép
nhim bao dam tinh nguyén ven, tinh bio mat va tinh kha dung cia thing tin,

2. Mang |4 méi trudmg trong do thong tin duge cung cép, truyen dua, thu thap,
xir 1y, luu tri¥ vé trao doi thing qua mang vién thing va mang mdy tinh,

 3.Hg théng thing tin 14 tip hop phéin cimg, phéin mém vé co sé& dif lidu duge

thigt lip phuc vu muc dich tao lap, cung cép, truyén dira, thu thip, xir Iy, luru trix va
trao doi théng tin trén mang.

4. Chii quén hé thong théng tin co quan, t& chire, ci nhin cd thim quyén
quan 1y tryc tiép déi voi hé thong thang tin.
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5. Su ed an tean thong tin mang la vige thong tin, he théng théng tin bi giy
nguy hai, anh hudng toi tinh nguyén ven, tinh bio mét hodc tinh kha dung,

6. Phin mém dic hai 1a phdn mém cb kha ning gy ra hoat ding khong binh
thuémg cho mot phin hay todn b hé thong thong tin hodic thirc hign sao chep, sira doi,
xoa bo trai phép thong tin luu trit ong he théng théng tin.

Didu 3. Myc tiéu, nguyén tic hio dim an toin thong tin

1. Mugc tiéu bao dam an toan thong tin

Bao vé thong tin, hg thiing théng tin trén mang tranh bj truy nhip, sir dung, tiét
16, gidn doan, sira doi hodc pha hoai trai phép nhim bdo dim tinh nguyén ven, tinh
bao mét va tinh kha dyung ctia hé thong théng tin.

2. Nguyén tic

a) Cor quan, t chite thude doi twong dp dyng Quy dinh ndy ¢d trach nhigm baa
dam an toan théng tin v hé thong théng tin trong pham vi xir Iy edng vige cua minh
theo quy dinh ctia phap [udt, hudng din cla co quan, don vi cd tham quyén vi cac quy
dinh tai Quy dinh nay.

b) Bao dam an toan théng tin (ATTT) 14 yéu ciu bt bude, phai dge thue hign
thudmg xuyén, lién tuc trong qua trinh:

i. Thu thép, tac lip, x1 Iy, truyén tai, luu trlk vi sir dung thong tin, dif lidu.

ii. Thiét k&, thiét Iap va van hanh, ning efip, hity bé hé thdng théng tin.

¢} Viéc biao ddm an toan Hg théng théng tin dwge thye hién mt cich tong thé,
dbng bé, tip trung frong vige diu tu cac piai phép bio vé, co sy dimg chung, chia sé
tai nguyén dé toi wu hiéu ning, trinh déiu tur thira, tring 1ap.

3. Pham vi chinh sdch an toan théng tin

Pham vi Chinh séch an toan théng tin tai Quy dinh nay bao gom:

a) Thiét lép chinh séch an todn thing tin.

b) T4 chirc bao dam an toan théng tin.

¢) Bao dam ngudn nhin lye.

d) Quan Iy thiét ké, xdy dung hé thong.

e) Quén Iy viin hanh hg thing.

Pitu 4. Nhimg hanh vi nghiém cim

1. Cée hanh vi bi nghiém cdm quy dinh tai Piéu 7 Luat An todn théng tin mang
va Didu 8 Ludt An ninh mang.

2. Tu y dau ndi thiét bi mang, thiét bj cép phét dja chi mang, thiét bi phat
song nhu diém truy cdp khong diy cta ca nhén vao mang ngi bd; trén cling mot
thiét bj thuc hién déing thoi truy cdp vao mang ngi by va truy cip Internet bang
thiét bi két néi Intemnet cia c4 nhin (modem quay s6, USB 3G/4G, dién thoai di
déng, mdy tinh bang, méy tinh xach tay).



3, Ty ¥ thay dbi, g& bo bién phép an toan thing tin cai dat trén thiét bi cong
nghé thing tin phue vy cong vide; tu y thay the, lip mai, trdo ddi thanh phén cua
mdy tinh phyc vu cng vige.

Ditu 5. Phii hop véi nhimg co quan/td chire ¢ tham quyén

|. Piu méi lién ha, phéi hop véi cdc co quan, t chire ¢o thim quyén quén 1y
vé an toan théng tin:

a) Giao B phiin CNTT thuge Phong Quan trj Hanh chinh 14 ddu mdi lign hé,
phoi hop véi Trung tim Cong nghé thing tin ciia B& khoa hoe va cong nghé, cic co
quan, t6 chire ¢6 thim quyen quan ly v an todn théng tin phye vy viéc bao dim an
todin, an ninh mang cho chc Hé thong thong tin cia VKIST.

b) Giao B phin CNTT thugc Phong Quin tri Hanh chinh lam déu méi, td chire
thyre hién viéc tiép nhdn va xir ly cac su b vé& an toan thong tin cla cac HE thong
théng tin trong VKIST,

2, Tham gia céc hoat ddng, cong tdc bao dam an todn thong tin khi c6 yéu cau
ciia t chire cd thim quyén,

Diéu 6. Bio dam ngudn nhiin lye

1. Tuyén dyng: Khi tuyén dung cdn b chuyén trich phy trach an todn théng
tinfcong nghé théng tin phai xdy dung cde quy dinh doi vl cbng tic tuyén dung. Can
hd chuyén trach duge tuyén dyng vio vj tri lam vé an toan thdng tin co trinh dg,
chuyén nganh vé Iinh virc cong nghé théng tin, an todn théng tin, pht hop voi vi tri
tuyen dung.

9. Cén b duge giao nhiém vy quan [y, vin hanh truy ¢iip, khai thac doi véi cac
hé théng théng tin thye hién theo trach nhiém vi phén quyén duge quy dinh; viée khai
thac thong tin phai bao dim nguyén tic bao mat, khong durgre tir v cung cap thong tin
ra bén ngodi; theo ddi va phat hign cac truromg hop truy cip hé thing trai phép hodc
thao tic vugt qué gidi han, bo cdo cho can bo quan ly dé tién hanh ngin chin, thu
héi, khoa quyén truy cp cla cde tai khodan vi pham.

3. Thudng xuyén to chirc hodic tham gia phé bién, tuyén tru;.{én ning cao nhan
thite vé an toan théng tin che ngwdi sit dung do don vi chire ndng 1o chire.

4 Trich nhiém béo dim an todn théng tin cho cin b quan I va viin hanh hé
thong

a) Cén b6 chuyén trach phai thiét 1ip phuang phip han ché truy cip mang khéng
diy, gidm sdt va dicu khién truy cdp khong diy, td chire sit dyng chimg thuc va ma
hoa dé bao vé truy cip khéng diy toi hé thong thong tin.

b) Cén b chuyén trich phai t6 chirc quan 1y dinh danh di véi tit ci ngudi
diing tham gia sir dung hé théing théng tin.

¢) Cée cé nhin tham gia s dung ta khoan dang nhép vio hé thong phii tudn
thi cdc quy dinh vé bao dim an toén, an ninh thng tin va chju trach nhiém déi véi
moi hoat dong teén tai khoan truy cdp cua minh da duge cép trén hé thong.

5. Vi ngwdad sir dung:
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- Nguiri sir dung c6 trich nhiém dam bio ATTT dbi voi timg vi tri cong vige.
Trude khi tham gia vao hé théng phai dwge kiém tra kha ning ddp img cdc yéu ciu vé
ATTT.

- Phai duge thuémg xuyén t6 chire qudn trigt cde quy djnh vé ATTT, nhim
nfng cao nhén thirc vé trach nhiém dam bao ATTT.

. Céi nhéin, 6 chire phai c6 trach nhigm ty quén 19, bdo quan thiét bj ma minh
dirgc giao sir dung; khong ty ¥ thay doi, thio lap thiét bj.

6. Quy dinh d6i véi cdn bd nghi hodc thay d6i chng vide:

a) Céan bd nghi hojc thay doi céng vige phai thu héi thé truy cfip, théng tin duge
luu trén cde phuong tién luu trir, cdc trang thigt bi mdy moc, phiin cimg, phin mém
va cie tai san khic thude sé hitu ciia t6 chire,

b) Cdn b quan trf phai vo higu hoa tat cé cdc qu}rén ra, viio, truy cip Lii nguyen,
quén trj hé théng sau khi cdn b théi vige.

Chwong 11
BAO DAM AN TOAN THONG TIN TRONG THIET KE, XAY DUNG
HE THONG THONG TIN

Pidu 7. Thiét ké, xiy dung hé thong théng tin

1. Xdy dyng cic tai lidu mé td guy md, pham vi v doi twong str dung, khai
thac, quan Iy vin hinh hé thiing théng tin.

2. X4y dung cdc tai lidu m ta thiét ké va cic thanh phiin cita hé thing thing
tin.

3. Xdy dyng che tai ligu mo ta phuong an lva chon gidi phap cing nghé bao
dim an toan théng tin.

4, Xay dyung cac tai lidu mé ta phuong dn lya chon gidi phap cing nghé bao
dam an toan thong tin.

5. Khi c6 thay déi thiét ke, danh gid lai tinh phit hop cia phuong &n thiét ké
d6i véi cac yéu ciu an todn dit ra dbi vai hé thing.

Piiu 8. Phét trién phin mém thué khoan

. Cé didu khoan hop déng va cc cam két doi véi bén thué khodn khi thuc
hién cde ndi dung lién quan dén viéc phat trién phén mém thué khoan.

2. Cac nha phat trién cung cap mi nguon phin mén.

3. Phin mém thué khodn phai dirge kiém thir phiin mém wén méi trudmg th
nghiém trude khi dua vao sir dung,

4. Phin mém thué khodn phéi dwec kiém tra, dinh gid an todn thong tin, truoc
khi dua vao sir dung.



, * _ Chwong IT1 el D
BAO DAM AN TOAN THONG TIN TRONG QUAN LY VAN HANH
HE THONG THONG TIN

Diéu 9. Quén Iy an fodn mang
I, Quén Iy, viin hanh hoat ding ctia hé thong méy chi va dich vi.
~ a) Bao dam cho hé didu hanh, phin mém cai dit trén may chi hoat ding lién
tuc, on dinh vd an toan,
b)) Thubmg xuyén kiém tra cAu hinh, céc file nhdt ky hogt dgng cia hg diéu hanh,
phén mém nham kip thii phat hién va xu Iy nhimg sy co néu ¢,
¢) Quan 1y céc thay doi chu hinh k¥ thufit ciia he diéu hanh, phin mém,
~ d) Thudng xuyén cip nhit cic ban vé 15 hé didu hanh, phin mém tir nhi cung
cap.

d) Loai bé cac thanh phin cia hé diéu hanh, phin mém khéng cin thiét hoje
khéng con nhu cau st dung.

&) Céc bin quyén phiin mém cin duge théng ké, quan 1y thevi gian han phuc vu
cho viéc gia han,

2. Ciip nhit, sao lwu dy phong va khéi phuc sau khi xéy ra sy b

Trién khai hé théng/phuong tién luu trit dbe 1dp vai he théng luu trit trén cac
méy chi dich vy dé sao lvu dy phong; phén loai vi quin 1y théng tin, dif ligu duge
lru trit theo timg loai/nhom théng tin dwgc gén nhin khic nhau; thyc hién sao luu, dy
phong céc théng tin, dif liéu co ban sau: 1@p tin ciu hinh hg théng, anh hé diéu hanh
may chil, cor s dif ligu; dif lidu, théng tin nghiép vu.

3. Truy cip va quan Iy céu hinh hé thong

a) Cén bd quan Iy, nhin vién vin hanh truy cip, khai thac théng tin tai
Trung tim dir liéu theo trich nhidm va phan quyén duge quy dinh; viée khai thic
théng tin phai bio dam nguyén tic bao mit, khéng dwge tir ¥ cung cp théng tin ra
bén ngodi.

b} Cdn bé quén Iy, nhin vién vin hanh co trdch nhiém theo dbi vi phat higén cac
truemg hop truy cip hé thang trai phép hﬂﬁqt:han the vuegt qui gidi han, bao cdo cho
can b quan 1y de tién hanh ngin chin, thu hoi, khoa quyén truy cip cia cdc tai khoan
vi pham.

¢) Céu hinh thi v, ting cwdmg bao mét cho thiét bj hé thong (eimg hoa) trudc
khi dua vio van hanh, khai thac.

d) Quy trinh két noi thiét bj :iiu ct}éli ctia nguol s dung vao hé thong mang;
truy nhap va quan ly ciu hinh hé théng; ciu hinh toi wy, ting cudng bio mét cho thiét
bj mang, bao mit (cimg hoa) trong hg théng va thyc hién quy trinh trude khi dra hé
théng vao van hanh khai théc.

Diéu 10. Quin Iy an toan mdy cha vi img dung

| Quén 1y, vén hanh hoat déng binh thudng cia he théing may chi, dich vy
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a) Bao dam cho hé didu hinh, phin mém cai dt trén mdy chit hoat dong lién
tuc, on dinh va an toan.

b) Thuimg xuyén kidm tra cdu hinh, céc file nhdt ky hoat dong cla hé diéu
hénh, phén mém nhim kip théi phat hign va xir ly nhiing si c6 néu co,

¢) Quan Iy cac thay ddi cdu hinh k§ thut ciia hé diéu hanh, phéin mém.

- Thurémg xuyén ciip nhit cic ban va 1&i hé didu hanh, phiin mém tir nhi cung
cép.

- Loai bo cdc thanh phén ciia hé diéu hanh, phin mém khong cin thiét hodc
khéng con nhu ciu sir dyng.

- Céic ban quyén phin mém cin dugc thong ké, quén 1y thoi gian han phuc vy
cho viéc gia han.

2. Truy cip mang clia miy chi

! Bio dam cac két n:ﬂirmang trén may chu hoat dong lién tuc, 6n dinh va an todn,

Céu hinh, kiém soét edc két ndi, cic cong dich vy tir bén trong di ra cling nhung bén
ngodi véo hé thong.

3. Truy ciip v4 quén trj mdy chi va img dung

~ a) Thay ddi cde tai khoan, mét khiu mic dinh ngay khi dwa hé diéu hanh, phan

meém vao s dung.

b} Cép quyén quan Iy truy cép coa ngudi st dyng trén may chii cai dit hé dieu
hanh.

¢) Todn b méay chil vé thiét bi cong nghé théng tin khong g:nm may tinh ngogi
trit céc hé thing bt bude phai cd giao tiep vai Internet (cac hé thong phyc vu truy cap
Internet; cung cs‘:p giao dién ra Internet cia trang tin dign tir, dich vy cong, thur dign
tir; phue vy cdp nhét ban vé hé diéu hanh, mau mé dge, mau diém yéu, mdu tan cong)
khéng duoe ket ndi Internet.

4, Cip nhit, sao luu dy phong va khéi phue sau khi xdy ra sy cd

Trién khai hé théng/phuong tién luu teir doe lap v6i hé thong luu trir trén céc
mdy chu dich vy dé sao luu dy phong; phén logi va quin Iy thong tin, dif ligu duoe
i trit theo timg loai/mhom thong tin duge gén nhin khac nhau; thye hién sao luu, dy

P

phéng cde thong tin, dif lidu co ban saw tip tin cau hinh hé thing, nh hé diéu hanh
méy chil, co s dit lidw; dir lidu, théng tin nghigp vu.

5. Cai dit, g& bé hé didu hanh, dich vy, phin mém trén hé théng may chi va
img dyng

B phan chuyén trach vé cong nghé thong tin chju trach nhi¢m cai dit phiin
mém cho mdy tinh phyc vy cong vige. Ngudi ding khéing duge can thiép vao cic phan
mém di cai dit trén may tinh (thay ddi, g bo...) khi chua dirge sy dong ¥ cia bo
phén cong nghé théng tin cta don vi.

6. K& nbi v g bo hé thing méy chi va dich vu khéi hé thong

Céu hinh t&i wu va ting cwong bio mit (cimg hoéa) cho he thing méay chi
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trirdre khi dua vao viin hanh, khai thae,

7. Céc mdy cha trudie khi dua vao vin hanh khai thic cén trién khai mdt sb
yéu chu tdi wu vA ting cudng bao mét (cling héa) nhur:

a) Sir dung hé diéu hanh bio dam an toan thong tin.

) Loai bé hoc tht tt ca cde dich vy khéng cin thiét.

¢) Sir dung cdc phién ban phén mém an todn.

d) Kiém soat truy ¢ip vé ghi nhan lai hoat déng (log) cia tét ca cdc dich vy,

Cém tét cd cde truy cdp tr bén ngodi vao hé théng, chi cap quyén truy cip xic
dang cho cic ngudi ding tin cdy.

e) Kiém sodt truy cfp & cip nguii dimg cho mdi djch vy.

Piéu 11. Qudn Iy an todn dii ligu

|, Yéu céu an toan di véi phuong phap mé hoa

a) Xy dyng va ap dung quy dinh sit dung céc phueong thire mé hoa thich hop
theo cde chuin quoe gia hofic quoc & da dwge cong nhin dé bao vé thong tin.

b) Phai 6 bién phép quan Iy khéa mé héa thich hop dé hé trg vige sir dung cac
k¥ thudt mi hoa.

2. Phiin loai, quan 1y vi sir dung khoa bi mét va dir ligu ma hoa.

3. Cor ché ma hda va kiém tra tinh nguyén ven cla dir ligu.

4. Trao déi dir lidu qua méi truémg mang va phuong tién lwu trif;

a) Ban hanh quy dinh v& trao déi théng tin t0i thidu gém: Phén logi thong tin
theo mitc d nhay cam; quyén vé trach nhigm ciia cd nhén khi tiép cgn thong tin; bicn
phap dim béo tinh todn ven, bio mit khi truyén nhiin, xir Iy, luwu trlr thong ting ché &
bao quin thong tin.

b) Cac thong tin, tai ligu, dir lidu nhay cam phai duge mé hoa trude khi trao
ddi, truyén nhin qua mang may tinh.

¢) Thye hién céc bién phap quan Iy, giim sat vi kiém sodt chiit ché céc
trang/cong théng tin dién tr cung cap thong tin, dich vy, giao dich tryc tuyen cho cde
t6 chire, cé nhin bén ngoai.

d) Thye hi:‘f_&r{ bigén phap bao vé trang thiét bi, phén mém phuc vy trao ddi
théng tin ndi by nhim han ché vige xim nhdp, khai thac bt hgp phép céc thong tin
nhay cam.

5. Sao luu dy phong va khéi phuc dir ligu (tin sudit sao lwu dir phong, phuong
tién Tuu triv, thod gian L trir; noi huu trll, phuong thire huu trif va phuong thire ldy dit
liéu ra khoi phuong tign luu trix.

a) Lip danh sach cic dif lidu, phiin mém cin dwge sao ho, co phan loai theo
thiri gian luu trll, thoi gian sao luru, phuemg phép sao luu v tho gian kiém tra phue
hdi hé thong tir dir ligu sao huu,
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b) Xy dung tai liéu, quy trinh huéng din sao luu/phyc hoi dir lidu hé
théng: Ben vi viin hanh hé thong xdy dyng Tai ligu hwdng din sao luu cy the do1 vai
timg hé thong cung cap dich vy, hé thong diéu hanh mé don vi véin hanh.

6. Ciip nhit déng b thong tin, dir ligu gitra he thing sao luu dy phong chinh va
hé thong phu;

a) Dinh ky hofic khi cd thay ddi céu hinh trén hé th-ﬁnglmw: hién quy trinh sao
luu du phong: tap tin cin hinh hé théng, ban du phong hé diéu hanh miy chii, co sér
dir ligu; dir ligu, théing tin nghiép vu vi cdc thing tin, dir li¢u quan trong khac trén hg
thong (néu co),

b) Thire hién sao luu dit ligu dinh ky: Can bo phu tréch sac luu thye hién sao
luu dinh k¥ theo phwong én sao luu da duge phé duygt.

¢) Kiém tra dinh ki~ Dit liéu sao luu phai dwoe luu trit an todn va dugc kiém
tra thuimng xuyén dim béo sin sang cho vige sir dung khi cin. Kiém tra, phuc héi hé
théng tir dir lidu sao hou,

Pitu 12. Quan Iy an toin thiét bi diu cuoi

Quy dinh vé quan Iy an todn thiét bj déu cudi bao gom cde ndi dung;

1. Théng tin vé thiét bi diu cudi (1én, ching loai, dia chi MAC, dia chi IP)
phéi duge quén 1y vi cép nhét.

3. Céc thidt bi dau cubi phai duoe quan 1y khi két ndi vao h§ thong mang theo
dja chi MAC, IP,

3. Khi truy cdp va st dung thiet bj diu cudi tir xa phai co co ché xdc thye va sir
dung giao thirc mang an toan,

4, Viée cai diit, két ndi vi gb bo thiét bj dau cudi trong hé thong phai duge
cho phép bai ngudi cd tham quyén va thue hién theo quy trinh dirge phé duyét.

Pidu 13. Quan Iy phong chong phin mém djc hai

1. Ti"u;‘ cd cdc may tram, may chii phai dugre trang by ph?m mém phong chéng mi
dée. Céc phin mém phong chong ma de phai duge thict 1ap ché dé ty dong cip nhit;
ché db tu dong quét ma dée khi sao chép, ma cac tip tin.

2, Khi giri van ban dién tir giri qua he thong thu dién tr phai cd dinh dang
theo Danh muc tiéu chuan k¥ thuét vé img dyng CNTT trong co quan nhi nuéce
nhu: (txt), (.doc), (.doex),(. xls) (.odt), (pdf) va cic dinh dang khac theo quy dinh,
khéng duge gii cde file thue thi (.com), (bat), (.exe) ...

3. Cac can bd, cng chie, vién chirc va ngudi lao ding VKIST phai
duroe huéng din vé phong chéng ma dge, céc rii ro do ma doc gdy ra; khong duge tw
y cai diit hodic g& bd cac phﬁn mém trén may tram khi chua co s dong v clia nguoi
c6 thdm quyen theo quy dinh ciia VKIST.

4. Tht ¢4 cdc méy tinh cia don vj phai dwoc clu hinh nhim vé hiéu héa tinh
ning tw dong thye thi (autoplay) cac 13p tin trén cac thiét bj lwu trit di dgng.

5. Khi phét hign ra bét ky ddu hién nio lién quan dén viéc bj nhiém mi déc
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trén méy tram (vi dy: may hoat ding chiim bt thuémg, canh béo tir phiin mém
phing chong mé dic, mat dir ligu...), ngudi st dung phéi bao tryc tiép cho b
phin ¢6 trach nhiém eba dom vi dé xir Iy.

6. Phin mém (g dung trude khi dwge cii dat, sir dyng pha duge kiém tra
xem c6 phin mém doc hai ton tai hay khong? Tat ci céc p tin, thu mye phéi duge
quét ma die trude khi sao chép, sir dung.

7. Binh kv hﬁng nam thyc hién kiém tra va do gu:‘Et phén mém doc hai trén
todn b hé thong; Thye hign kiem tra va xir 1y phfin mem dioc hai khirphﬁl hién déu
hiéu hode canh bdo vé ddu hiéu phin mém dijc hai xudt hién trén hé thong.

Piéu 14. Quan Iy giim sat an toan hé thong thing tin

. Trién khai hé théng gidm sdt trung tdm phéi ddp (mg yéu edu tai khodn 1,
Diéu 5 Thong tir s6 31/2017/TT-BTTTT.

2. Théng tin gidm sét va danh myc cdc doi tugng gidm sat phii dip (mg yéu
chu tgi khodn 2, Diéu 5 Thong tu s6 31/2017/TT-BTTTT. K&t noi va gii nhit ky
hé thong tir di togng gidm sdt vé hé thong giam sat.

3, Thye thi nhiém vu gigm sét theo quy dinh tai khoan 3, Piéu 5 Thong tu 0
312017/ TT-BTTTT.

4. Dinh ky hiing ndm t6 chirc néng cao niing lyc hoat ddng giam sat theo quy
dinh tai Didu 9 Théng tr 56 31/201 %/ TT-BTTTT,

5. Chit quén hé thong thong tin ¢6 trich nhigm gidm sit an toan thong tin theo
quy dinh tai Diéu 14 Thong tw so 31/2017/TT-BTTTT.

Pitu 15, Quén 1Y diém yéu an todn thing tin

|. Bon vi/bd phin chuyén trach vé an toan thong tin ¢d trach nhiém:

a) Quan 1y thong tin diém yéu an toan thing tin dbi vai timg thanh phén co
rong hé théng (he difa:u hanh, may chi, ing dung, dich vu...); Phin loai muc do
nguy hiem cia diém yeu; Xdy dyng phueng 4n va quy trinh xir Iy doi v timg mire
dd nguy hiém cia diém yeu.

b) Béo cio Linh daofCén bd quan Iy ngay khi phat hign diém yéu an todn
théng tin & mire dd nghiém trong. Thye hién cinh béo va xir I diem yéu an todn
théng tin theo chi dgo. Viéc xir I diém yéu an toan théng tin phai bio dam khéng
gidm anh hudng/gian doan hoat dong cia hé thing,

¢) Xiy dung phuong dn xa Iy tam thisi dii véi truomg hop diém yéu an toin
théng tin chwra dugc khic phyc va phwong an khai phue hé thong trong trudmg hop xi
Iy diém yéu that bai.

d) C6 trich nhigm phdi hop véi cdc nhom chuyén gia, bén cung cip dich vy
hé trg trong Vide xur Iy, khiic phuc diém yéu an toan thong tin doi vai cic digm yeu
kchi cén thiét.

2. i véi hé théng/hé thing thinh phin duge de xudt 1a clip dd 3 trér 18n phai
thire hién kiém tra, dénh gid va xu ly di¢m yéu an toan théng tin cho thiét bj hé thing,
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médy chi, djch vy trudre khi dua vao si dung,

3. Pinh ki hing nim kiém tra, dinh gia diém yéu an toan thong tin cho todn b
hé théng théng tin; Thue hién quy trinh kiém tra, danh gia, xir 1y diém yéu an todn
thong tin khi c6 thong tin hodc nhdn duge canh bdo vé diém yeu an toén thong tin doi
v thanh phﬁn cu the trong hé thong,

4. Hoat dgng ddnh gid phdt hign ma ddc, 15 hong, diém yéu, thir nghiém xim
nhip hé théng thuc hién theo quy dinh tgi diém ¢ khoan 2 Diéu 20 Nghij dinh so
25/2016/ND-CP va Didu 13 Thong tur s6 03/2017/TT-BTTTT.

Pidu 16, Quéiin 1y s ¢ an toan thing tin

1. Phiin nhom sy co an toan théng tin mang theo quy dinh tai Quyét dinh s
05/2017/QD-TTg ciia Thi tuéng Chinh phi ngay 16/3/2017 quy dinh vé hé thong
phuong én (mg clu khén cp bao dam an toan thng tin mang quoc gia (Quyét dinh
05); Xay dyng phuong 4n tiép nhén, phét hign, phén logi va xir ly ban diiu sy cb an
toan théng tin mang, (mg phé sy co an toan thong tin mang.

2. Xéy dyng quy trinh (mg ¢l sy ¢ an toan théng tin mang théng thwomg va
nghiém trong theo quy dinh tgi Diéu 13,14 Quyét dinh sb 05/2017/QD-TTg.

3. Xy dung vé trién khai ké hoach (mg pho sw ¢ an todn thong tin theo quy
dinh tai Biéu 16 Quyét dinh 56 05/2017/0D-TTg.

4. Quyét dinh todn dién v& mjt ky thut trong qué trinh khic phuc sy cd v¢
ATTT; Ha trg, phdi hop va huéng din khac phye sy c6 mat ATTT; Yéu ciu ngung
hoat dll_ﬁngrmfil phin hodc toan b cdc hé thing thong tin nham phuc vy cdng tac khic
phuc sy oo ve ATTT; Phi hop véi don vi chirc ning trong diéu tra cdc nguyén nhin
gy 1a 5| ¢o mit an todn théng tin theo chi dao cia Lanh dao.

A Phéi hop vidi don v vin hinh, I:J_én cung r:ép dich vu hd trg trong vige xir ly,
khiic phuc sy ¢ an toan thong tin Yéu ciu dem vi vén hanh, bén cung cap dich vy ho
trgr cung cap quy trinh xir 1y sy et cho cac dich vu do don vj vin hinh, bén cung cap.

Didu 17. Ouin If an toin ngudi sir dyng dau cuoi

1. Két ndi méy tinh/thiét bi ddu cudi ciia ngudi sir dyng vao h¢ théng

a) Ngwin sir dung khi truy cdip, sir dung thi nguyén ndi b, truy cip mang va tai
nguyén trén Internet phai tuan thii cée quy dinh cia phap ludt vé bao dam an lodn
théng tin va cde quy dinh cua VKIST.

_ b) Khi cai dat, két ndi mdy tinh/thiét bj dhu cudi phai thue hién theo hudng
dAn/quy trinh dudi sy giam sét clia bd phén chuyén trich vé& an todn théng tin.

¢) May tinh/thiét bj ddu u:uf':-i phai durge xir 1y diém _véu an toan thong tin, ¢hn
hinh ctmg héa bao mat trwée khi két noi vao hé thing,

2. Trong qud trinh sir dung

&) Nghiém tic chép hanh cic Quy djnh, quy trinh ndi b va céc quy dinh khic
ciia phip ludt ve an toan thing tin mang. Chiju trich nhi¢m bao dam an todn théng tin
mang trong pham vi trich nhiém va quyén han duge giao.

i



b} Cé tréch nhiém tw quan 1y, bio quan thiét bi, tai khoén, (mg dung ma minh
duge giao st dung,

¢) Khi phat hi¢n nguy co hodc sy ¢6 mét an toan théng tin mang phé,li bao cao
ngay vii cip trén va B phin CNTT thuge Phong Quéan trj Hanh chinh dé kip thai
ngin chan va xi ly.

d) Tham gia céc chuong trinh dao tao, hé{i nghi vé an toan thing tin mang dugc
tinh hodic dom vi chuyén mén tb chire.

. CurnglV,
KIEM TRA, PANH GIA VA QUAN LY RUI RO

Pidu 18. Noi dung, hinh thirc kiém tra, dinh gia

I. Néi dung kiém tra, ddnh gia:

a) Kiém tra viéc tudn thi quy dinh cia phép ludt vé bio dim an todn hé thing
théng tin theo cép do;

b) Pénh gia hiéu qua cta bign phip bao ddm an toan hé théng thang tin;

¢) Dénh gid phét hign ma dgc, 18 hong. .., thir nghigm xdm nhip hé thing;

d) Kiém tra, d4nh gié khic do chil quan hé théng théng tin quy dinh.

2. Hinh thirc kiém tra, danh gié:

a) Kiém tra, dénh gi4 dinh k¥ theo ké hogch ciia chi quén hé thong;

b) Kiém tra, dénh gig dot xudt theo yéu cau ciia ciip ¢6 tham quyén.

3. Cép o6 thdm quyén yéu ciu kiém tra, danh gid:

a) Pon vi chuyén trach ATTT,

¢} Bé thong Théng tin va Truyén théng.

4, Don vi chi tri kiém tra, danh gid 1a don vi duge céip cd tham quyén giao
nhiém vu hodc duge lya chon dé thyc hién nhi¢m vy kiém tra, danh gid.

5, Poi tugng kiém tra, dénh gia 1a chi quan he thing théng tin hodc don vi
vén hanh hé thong théng tin v ¢dc hé thong thong tin c6 lién quan.

Piéu 19, Kiém tra viée tufin thi guy dinh vé an toan thing tin va hi§u
qui ciia bién phip bio dim an todn thong tin

1. Ni dung kiém tra, danh gia

a) Kiém tra viée xdc dinh cdp d an toin hé thong thong tin va trién khai
phuong 4n bio dam an todn thing tin; Kiém tra hiéu qud cia cdc bign phap bao
dém an toan théng tin.

b) Kiém tra cong tic gigm sdt an toan thng tin; lmg ctru su ¢b an todn théng
tin.

¢) Kiém tra cdc ndi dung khac tgi Quy dinh.
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2. Hoat ding kidm tra vé an toan thong tin do Pon vj chuyén trach vé ATTT
thue hién theo ké hoach dugc phé duyét,

: ~ Chuong '
BAO CAO, CHIA SE THONG TIN

Piéu 20, Ché d§ bio cdo

1. Bao cdo dinh ky:

a) Béio cdo an toan thong tin dinh ky hiing nim gbm cde ndi dung quy dinh tai
khoan 3 Didu 17 Thong tu 03/2017/TT-BTTTT,

b} Béo céo hoat dong gidm sit cla cha quan hg théng thong tin dinh ky 6
thang theo miu tai Phu lyc 2 Thong tu 31/2017/TT-BTTTT.

2. Bao cao dot xuit: Béo céo vé cdng tac khic phyc md dic, 16 hing, diém
yéu, trien khai canh bao an toan théng tin va cic bdo cdo dijt xuat khéc theo yéu
chu ciia cdc co quan quéan |y nha nurde vé an todn thong tin,

Piéu 21. Chia sé thong tin

Viée chia sé thing tin vé cdng tée bdo dim an toian thong tin voi céc dom vi
ngodi Bo duge thye hién theo quy dinh tai Diéu 18 Thong tw 03/2017/TT-BTTT.

, _ Chuong V1 .
TRACH NHIEM BAO PAM AN TOAN THONG TIN

Pién 22. Don vi viin hanh

1. Thure hién trach nhigm cia don vi vén hanh he théing théng tin theo quy dinh
tai Diéu 22, Nghj dinh 0 85/2016/ND-CP, tai Quy dinh niy vi cic nhigm vy do chi
quan hé thing théng tin phin cong.

2. Thye hién quan Iy émg dung; quin 1y d& ligu; véin hanh hé thong thong tin;
trién khai va hd trg k¥ thudt, trién khai cong tic bao dim an todn thong tin trong tit
¢ cic cong doan lién quan dén hé thong thong tin.

Pitu 23. Trich nhi¢m ciia Pon vi chuyén trich vé ATTT

Bon vi phu trach vé ATTT thyre thi nhiem vu bao dam an todn thing tin va
irng el sy co an toan thong tin mang theo cac quy dinh tai Quy dinh nay.

Didu 24. Tréch nhiém ciia don vi eung cip dich vu

. Pon vj cung cip dich vy cé trach nhiém bio dam cung cp diy du cdce thanh
phiin, chirc ning; thiét ké, thiét 1ap hé théng dép tmg che yéu chu k¥ thuét cip do 2
theo tiéu chudn TCVN 11930:2017.

2. Quén Iy, vin hinh, bio dam an toan thong tin che cdc thanh phin hé thong
thuée pham vi quén ly cia minh tudn thi cdc quy dinh tai Quy dinh ndy.
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